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(57) Abstract: 

- PROBLEM TO BE SOLVED: To permit a fire wall to 
execute passing without adding change to a fire wall 
software and fire wall configuration by using * a 
intermediate server or a proxy. 

SOLUTION: The fire walls 23 and 25 are provided with 
a SOCKS function by which an 'inner' client is 
connected to an 'outer 1 server. A server terminating 
proxy 214 is connected to an X-server 211 in the same 
way as that of an actual X-client. The server 
terminating proxy 213 is regarded as a local X-client by 
the X-server 211 so that correction is not required in 
the X-server 211 in this case. A client terminating 
proxy 223 and the server terminating proxy 213 use the 
pre-existed function so as to execute a request from an 
inner side to an outer side through the fire walls. An 
intermediate proxy 26 is mutually address possible by 
the both terminating proxies so that perfect 
in-terminating end connection is established between 
the X-client 222 and the X-server 211 with the 
intermediate proxy 26. 
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t h 1 o<DtJ--;<*St?* 1 (D** F 

^1 <D% -j h y — 5tW>2<J>* v h r? — t><D*) % CD— ^ 
F9-£<D:3>h^-£»K:&gaU 3F1©:7 
7-f70^ 1 <OV 7 A T 0 * -JK3DrtS|53^6J^ 

i. 

ffiSCCT F U^^^t-^^S^U + yS^t-^ • 
77 , 'J^-!/3>t. 

ffiStCT KUXpT^^7-r7>h«7'ti + yM^ 
MlOVy AT -JUJ!>#SMC*0, f&l<D*v hi 

^-f r> F^MS^a+^-t n-en»i<^>7 tAtv* 
-^ZftLx^my'v^^t&m&Z'niK tpmy'n* 
sxs&i-^- ^j$jg y*p * h<Dmmt z^atisY 

©patc^* • xju-aeh>*;u4itsi"r.4, ^'v-? f 

y:? F^*7 • 7^^-5/3 2 <DV y AT 

[»jjas4 ] it -j* - r^y^-^3 >*SE«3ita# 

ife 1 -?<Dtf-^S:St*«l h7-^i, 9 

^AT>h -77 4 'J ^-^3>£gt{iA3t^^&< it 
l^<D>7^AT>h%:^t*m2<D*v hV-Zt. Ml 
&M2<D* v F V-!7<D*>*><D— F 7-£<D=i 
y\z 3^M*&ML>, m\<DV y AT**) *-)\si$m 

^"CiSJc^CC-rSy^ F^7'7^n-i/ 3 >^ 
StsmKO-y-r ATO*-)U±* 1t-J<-7y*Vtr-~is 

7-<7>F •7^'J^-2/3>(CJ:47KU^«& 
^7^7^^7'n^yi, »1077-f7')*-^ 
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#£*>^£r? Y$tik*v F^-^iiff Afcl&c^r. 

*pji ?*p * tfi *r - / tt?s y d * h<D&m lz^a 

T*Pig:/a*Sx±(DJ8«4BK Xf^'i. 
WbI^p^^J^T. «7*o^y' Hz ? FT yy'm 

■WH^a + S'&tJro't. ^^r> F a **>cc>jS 

20 *Pfl^'D + ^ * -fev F7 v^t»«*^^-/T> H*iS^ 
a + MCiUffL. #5AT>h&Zf&m7X2*is - Izv 

^ © a r * P* ^ a + ^> 3&s ^ ^ ^ r > h *?ta ^ o * ^ i +f 
Cs»*^5] *Pa^D*i/(cj:-3r^^-Yr>H5«S^ 

p * ^> i if - ' 7' p + i/<D m <om^ xttcu tc& 
30 ctor-fe^^y-r^ '^yFyx-^^t^xf^ 
* a y f fisa s tifcisi«a-c cppa ^a+i/t^ir^ 

yAT> h»ffl^P*^<tif-/<*?S|B>'"n*->©ia-"C-b 

^ h7 7 ^it fRisofSEft-r £ x f7^<b*se> 

PdI<D5 r -^»d5^7L3fet*«:^^-rT> h^7-p 
+ '><h-y---^^5gy , p^>'(!:CDP a lCD h >*;u*aa«:«¥» 

40 [AiSOR«B&tt9i] 
[0 0 0 1 ] 

P/IP^7>/7> Yi$^<Dn^yy AT**? *-)\s<Dfc 
50 [000 2] 
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[fi£*<D««i] -f>$r-** Hi* ttJffiSH. swig 

? F • y'xJ h (TC P/IP) 7'd h=uUB¥*flyn 
U ftiir FuxSB^fflfS. Ufc^ot. 

60 -f v h<D;x-ifte£(c. (e^ 

Ci*sr#S J: ^CC-rs^DHr^-eiST elnet 

JUgj^p F^;U (FTP) (OmmifYUXMST&o 
[0 00 3 ] a~i7)l - J- «J7 * * v (LA 
N) 7 F hCC«tt-r-S,J8 

* 'J7AR. f*X-)-;^7^ (Wi I ] ian R. 
Cheswi c k) SWr^ -y> • M. -^o^ > 

(Steven M. Bel lovin) r F i r 
ewalls and Internet Secur 
ityj (Add i son— We s I ey, 1 9 9 4) 

[0 00 4 ] t + ^y-r^OPplHSrJft/MfiCcriilBiaf 

LT. SOCKSii*«ti4 h7>^#- hJB^n + v 

• r-^T-^^f jWJSESftfc. cn«c-^c»r«. fc*t 

XJ&'F't «y oF - (David Cobla 

s) M^>xJl,R. (Mi che 1 1 eR. 

KobIas)orsOCKSj (UNIX Secu 
rity Symposium. USENIX Ass 
ociation. 1992), 7 7-8 3-^->\ & 
>y •'J-(Ying-Da L e e ) O T S 
OCKS : A p r 0 t o c o ! for TCP pr 
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oxy across firewallsj (htt 
p : //www. socks, nec. com/soc 
k s 4. protocol). ftfccttcM. 'J — ^ (L 
e e ch) , M. J/—* (Ganis), Y. V- (L 
e e) . R. ^J^(Kuris), D. ^~7?Z> (K 
oblas), ML. y 3 ->X(Jones)(D 
•"SOCKS Protocol Vers ion5j 
(ftp: //d s. internic. net/rf 
c/rf C 1 9 2 8. t x t ) SHcK«t3*iTt>5. . 
10 h7>^^-H7'p^y • z7 t 

^7^^-;KDMi-a^^7^7> h±<H«aS 1 o 

3 > • -fe ? f 7 v ?m #a (fcixa7 7-/7'ii* * 

x ? ft^UR L (.a — y * - A • yy-^ • n^r— 

20 4?) ft <»r> scoi>r#fffr3-£o yac 7"n*M-±, mm 
«tc« y 7 7 ? * - ;U7> j*3|5 cc « -5 #Jcd;&S is xta 

c <t *«r** 4. M*oSttr-fe * > • -fe * F 7 *^ y' 

ilfln, *fc«XM{«f3bttC» (fcfc'L. HTTP + t? 

30 ^t^CitJt't^) . 

[0 00 5] S^CD^m^ ^7-/7>F 

±«cH«S*ifc*98P*aiHlOr, »H3tifc^W^7-Y 
[0 006] 

alt *>jjm~&mT 5cir^^ 0 
[0 00 7 ] **ia©ftb(Daw«. ^^*^*/M,/cii 

[0 00 8] *JE?a<Oft6(OeWtt, + 

50 [0009] *mi<Dm<Dm#)\x* a— *f i d <t 9 
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[0010] 

fi5h>*'J>y - ^nhnjl/j LSTP (Li ght 
weight Secure Tunneling- P 
rotocol) * s 3H&c*i4. ^f*fltyc«* COS* 10 
isX^rMt 1 o^H^D+*> (middle pro 
x y ) £2 o©^«7'a^>> (endproxy)^6 

^iS2©7? ^r^*-ju©W®cc*4^^-fr> F 

(fc££tf-f F) CCiorffiSftttS 

n& 0 »i©7r Yr^^-JUrtspsocKsigssa^is 
■^-^WJ^n + ^s, i T ^7^*-;Uf**a5if- 20 

><ecjg|*-r&. M2<DVy *-)lftt$<D2v 4 7 

^7> hffBsaa^a+sxtctttt-rs. -y-^fflji^ 

W*©rtBB»ffl^a*^cc<fco-Cffl5«CT Fu^ 30 
oJfiBr**/c». 17--/N'<t ^^7> F<3DRBlCS5£tt*? 
MPBllga^BdiStiS. loS/cttffljKcD^PJ^a**/ 
*LSTP©J:Vj:aatt^o F ^iftCCflEMTSC 

[0 0 1 1] 

r 4 7*5 *-)l> \ 3tCj:r>T#ffllSnfc2O0* * F 7 

1 3(2. $tSl<D*y h9-^l 1 £ 7 r 7 * -;UD 40 
J*a»> 6 g C $ ft h ttamfr *> ffiS "T S «> 5C 3 
ft£„ CcDHrti. l«Att©flK*7 

^* • 7^'y>r-£x3>^^$-ttrc^1f-^*l 1 1 
<t. Z5 471S F - 7y'*)<tr-is3ls*:mm2i±Xl,*Z> 

^7^7>h 12 w-9ta?ntt^ 0 ^t-zt-) 

*-;H 3©W«6c*4^v^T>h 1 1 2±r««U 
Tl*£#^7>F • 77*'J^— > 3 >& % i 
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£>££"5-Y7>Fl 1 2±T?gtfibLTt,>£^^7> F 

• 77U *-s/3 l l i_hr«<ttori>£tJ- 

c> B eft!-*, cfiWifia*? r -f 7 , ?*-^ccj:->rig(K 

3(DaW«, C©Ji^ttn-/7Jl/- xiJ7 • F9- 

• (LAN) ±T'g><m^£ftT^£^<<D^-^£ 

[0012]i2(C. *^ 7-^2rt"Cif-^ * 77* 
■Jir-^al/SrfiHttSitrCiS^-^l 2 1 5 

.«St/i1^«iaa©Ea«cig7S3tirciS. sniigaw:. 
?^-f7>Fi i2±rStti/U^i'7^7>h*7 

rt,>&-y--^ * 77'iJ^-i/ 3 >£7 KL/^t4Ci^ 

CCttori»tiK. 77^7^-JH3(^^7>F 
1 1 2±TSil!it/tC^^7>f7> F • 
>A^r^7^*--iH 3©#aWc*4lJ---Al 2 1± 

£3&sr#SJ: 5tc4>rS. MiStDSOCKSi^Kti* 
SIV7 F^x7 • ^^r-pCCjroT, 77-fT^ 

[0013] H3(Ct>2o©* y h9-^^?nw 
S2(D*^C7-^14tt^Stt82<D7r-f7 

L/Ai^oT, 77>f7')*HH5liBa03>t: 
:*-£«i2££7 7 47V* -JU 1 5©54BM>6iBc:Sh 

mvte. y 7 47*?* ->\> l 5©watc**d7 7^7> 

F 1 4 2±TS«Lri>5*7-f T>F * 7 7*n-> 
a>tt t 0^-^7hl 2^/Mt7 7 -f7^^-Jl' 
1 3©»»CC*S1J--^ 1 1 UzT'StSiiO-Cl^if-^' 

• 7^U^-^3 >^CD7 FUXSr'K^SC £Asr* 
S. L/^L. 77 4 7 0*-)\t\ 5&5U7> F 1 4 
2±rS»U"Cl>i^7-r 7> F • 7 7''J^r-^3>^ 
7 7 -f7')t-JH 5cD^gI5tcS^€>C£^-e#5ct 
5CCT^ SOCKS «tl*«x, S C t tilX'Z ZOiCltf 
L> yr470*-)\sl 3(Jf-;q 1 l±-CfSB4Lr 
C^lt-^* • 7 7*'n-y 3 >'\(Dg^Mr5 0 

[0014] W3»ose^UI« r^f^pj ^7^7>h 

ta:. H3©^^ Y7> F i 42±r'SBii/Tc^d?7-Y 

7> F ■ 7 7''jy-^ 3 >^-^ 1 1 l±T~Sft&Lr 
^7^7> F * 77'J >r-^ 3 >^rfffIL, {Iffi^r 



m±?Z Btt<Dy tJTO*- ;U«C»B3 tlfcHIBKrif 

fc<,X Windows S y s t e mfcfctfSHife 
ffiaecHLT!ftl8-rS. X Windows Syst 
era«, UN I X7-^Xf-V 3 >ffltCM I Tt^ 

77^7^^-j^}89 8 cofttncoiagssatt, so 
cKsy- h YrtaJosocKsasa^'ciy^-A^ 

[0016] MAX.. #*HJKc<fc4. Hz** yf^ffii 

r*4* 7 bV-?2 2\X7r J7V*-)12S «C<fco 
4t<DfZaft* * h 7-£<£>— BB-e*>SXtr-'<2 1 1 

-fr^*-^ 3t2 sizmjftb. r^gsj >;^>rr 

*SOCKSaSB«r«x.rc»*. X^7-/7>h 2 2 2 30 

x Djte k ^ ^ > w «c . x^'d h is jKD»fi*Mar-a c 

£ e ^7-f7>HStt7*P + i/2 23ii, x^^r> 

h 2 2 2ic<h -3rn-*;ux-y--/^r-*a«t5«caxs 

tc$>. XZ^JT^h 22 26C{i«jESr»nx.-S£*3&stt 
[0017] X 2 1 1<Z>7 KU^pff&K^ -Oft 

?'a*U2 1 3 0:. !6X*^7>h£*-*fc<l5I««C 

xu--^2 1 1 {cs^-rsci^r**. t-/^i7" 

P*^>2 1 3«X-9"-^<2 1 1 iCi7rc3-^X^7 
JT> h<DJ:olc%.x.z>tcxb, C©»^tXt-^2 1 

[0018] sssa^n+^iiapHi^p+^osasrea 

teTSCiCCttifcft. 4>BB^n*^2 6^jt5Cj&I6-r 
i'7^7>HS7 , P+^2 23W-A'}^7 , P 
*^2 1 3iiK(?0{g#l (/ci^SOCKS) ££gffl 



*5KJ¥ 1 0- 2 8 5 2 1 6 
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9, *PJ^n*^2 6(i (§7 7 -/7e?^-Jl/±OSO 

^^^T> h 2 2 2 iXlf-^2 1 1 ©PJCC^±tc.ea 
Pal }§M?:5I5:T 5Ct^-Ct4o 
[00 19] *BI^D*^26tt*^^T> H*JS:7p 
^^2 2 3 i"9--^JS^o*t/2 1 3 CDM^tC <L o T 

^ot ^-7-fr>h**S7 r o*^2 2 3i-^-/^«a 
7'p*^2 l 3^N^<t<b^ri-eric07 7 -Yr^^-Ji/ 
2 5£6*2 3*ii3abr*Pdl^n*^2 6*T KUXt 

*Pfl^P*i/©»^. *Ba^n*t/a»a^P + ^6CJ: 
ot7 KuxstiSOrW3Ec< , IH««:f6c!)*pd]7"P* 
^7F^n fl ifTCP/I PSKH^ftffiU 

y^A&Cct-jriajfisn/c^ifato-r. tcp/ips 
lar-fto. uc^oti-it*^ 0 *ae8t-i. tcp 

Ph^j (LSTP)^Mt^ LSTPfcfc, h> 

[0 02 0] *S4a^P*^2 1 3 £2 23^7'P4 
^>2 6^©«a«:IB*&-r* F V tSffl^p*^2 1 
3M*2 2 3^fl4LrC^n >t*^-^-vCDT 
«*»-3Tl>5A*cj:o-C3HI»W93tiS. *a^P* 
^2 1 3R&2 2 3 *Pfl^P*^*s*&«6Snfcai» 
ot*^7*a^>2 6 iflDft^StSE-rSCi^r-* 

*Pai^n+v2 6«*irocc«flS"rs»a'^p+^ 

[0 0 2 1 ] tpm^Vfrfifi. ^5^T>h^7*P + 
^2 2 3^6cD^<bit-^'^^P^i/2 1 3*6>0 

s*t©2o<o— arsffia^o-riiSia^, wj^'p 
^«c(aa*ft/cbr. HHWtc2o©»*8^p*'>©Pei 

■ ^ji/- - -t- kcc& D , — *<ottia^P*^fft 
^oeSB^P + ^iO^+iU-rY •^>K>'x-^^ 

[0 0 2 2 ] C4irX^-7-f7> h2 2 2GJ^-YT> 
H!»7'Pt5/2 2 3 4SjRT4Ci#r#, X^-^' 
2 1 1 t <cmmm&ZtiXl>Zfr<DJ:oim%!i7 % a*is2 
2 3(tf-^^^r o X^7^-TT> h22 2^e>Ot7J»J 
r-^CCioT. 2 0^g7'n^y2 2 3SO'2 1 3 
<h tpm?a * ^ 2 6 i-Ccfc o r^ft7 s tifc h >^;U^rilo 
rLSTPy 7 -fe-^ifin, 'Xtc^txlC£^XV--'< 
^7o4y2 1 3^X1^-^'2 1 1 £©«tt«:BB*5-r 
4. ^^fS. Xf7^7>F2 2 2^60f-^^h> 
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antLrcifti^ciSriS'rtott, x^^7>h22 

2CCfeX1f-^2 1 1 KfcSofc< ^-^tt, X 

lf-^2 1 l*6X^5-f 7> h 2 2 2^i, X*v-f 
7> h 2 2 2 rt> 6 X 2 l i ^<DH*rSlCCifetiS. 

C0 0 2 3 3 BIW-4 4, ■y-AflBRiS^n + ^ttrtB 

X Windows Syste mlf — ^ScWft^PJ 
^a*i/4S«fSCi#t#. X Windows 
Sy s t em^^-f7>h«^7-<T>H!!j»aa7'P* 

p*>#x*7-f 7> h^/cfetc^wiyp^yig 
r*sfc»i.-««wa««itt«©fc«>. x wind 

ows System^7>f7>HJ77 4 7*) * — 
*stct/^<OJ:5tCX Windows System^ 
-^TFWiCimi PJD7F 

*tc€>, ffi©^nh3;^if-trj^{c*tjS-r*SJ:5«: 

> h <h^-^'<^)^^^^D * MBft*0U * C i & 
[0024]B5tt. ^7-/7>F-7'P + i>iWy 

2»B<DJ8tt*SFO. ■y--^a^p*^>6asti, 
ra^n^^«c»a^p*t/ • hTv7timi&z> m 

*Pfl^P*M*C©2o©»tt*#{CU ^7-{7>h 
*$i8^P^>(t1f-;< - ^p*J^£+PdJ:/P**><D-fe* 
h7 v7*ff$g££ff U *-^»l»^P*^fC^-7-/7 

[0 0 2 5 ] T'Pt^OC^.Sr, *PBl:/P*^ttg 

ci^t^o &^^*D^^F*9co7;b3/y xa^ 7 
h 7 v ffiJB Lri'^f) otS«8^'P * * a 
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CCtt, ^7-/7>F^g7'P^^ + i 'jf^ 

Kf*-£*SIIU *ti^if-^«5S^p + S 
ti£j:3tciii7KS*rco<5. if-^l&S^p + ^w:. -fe 
t^'Jf • ^> K2^*— ^T-f£SL. *ti#*5-f7 
>h*?ifi7"P + '>(casti4o CO-tr^^'Jr-r * ?'p 

*fe + a. V X -f %HLttT £ tc »CC ffe©fl«RS/- ^ > X <b ffi 

'7'P^;H (LSTP) tti'O^P 
r 2 -0<D7 7' »J ^r- ^ 3 ><E>jffl -CjR^lfijCCf 1 - * 

- 7^*u^-i>3>4^-y< • 7 7'y^i/ 3 >i^n 

[0 02 6] r7'P^>2 13i^7^7>h • 

20 ^P#^2 2 3(4. ( 1 ) BSE. BWft. SQfff^i, 
(2) ^7 ^7**-JUZ)5i«± % (3) 7=-*EB§£ 
*l»^ , P*^2 6tJ5R^iaj^-f^4Lr«(B'i" 
S. 1f-^»ffl^P + ^2 1 3teXU--/t2 1 1 itio 

*i>2 2 3«:X^^7> h 2 2 2Ki-?-CXlJ--^© 
<fc5tCS;i*. ^»>'N'^7*D^^a : ^^^7> 
JS^P^Miil^ -etl-etlX^-^*RD : X^7>f7> 

[0 0 2 7 ] C<D0|^rii, 2^©*^F7-^2 1i 

30 2 2©Mtc42*a»;7 u YigHih>*ii'*Siai'rs/c*cc 
tKo*so^jSfi38«±©i*3e%ffofc. cow 
T'tt, h>*Jl/'SBffl'CX Windows Syste 
mi?7-f7>hW-A«:ffifflLfc. Wot, 

^a7- V7-7hl (SSL) ^iMSL/c 0 SSL 

SSSE*Jt5. *3CC, ^P^^di^r ^7-5*— ;l/CDft 
40 SlJ^67T^7^*-;u©^a5^©J8«46Si:-rsci 
*Jr*4J: ^CCT4«»iLT SOCKS 

h^Jl/j (LSTP) SBB^Lfc. 

[0 02 8 ] *^I8{-C<t4 r^-fe^^ >Jf y 
y>y • hzzjUj (LSTP) ^4tc^Tct9 
C-Cv ^v>f7> h * ^P^->2 2 3i4 3 PB^P^^>2 6 
iOPBli, 7'P + v2 1 3<b4 3 Pe1^P + v'2 6 

so icopBirfigfflrs^p h=uuT*5. waLc^HiteW-c 
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DOMMONUN I QUE_ I NFO - COWfflCC 
<fc "C 2 -3<D**$fl;/ P * ->^fsl D $>BH ?*P + ^ic5& S 

T O P O L O G Y EXCHANGE - ChtiF^ 

2WRofc£©TOPOLOGY_EXCHANGECC 
t>*ohd<P^ (fctA««mr. rFu^ftdf) tS$R£ 

#*DU ^OTOPOLOGY_EXCHANGE^ 

isa^p+^areii-r*. ctxtc^ot. m«7'd + 

PROP E R T Y_E XC H A NGE - ctllt » 

CONNECT I O N_R EQUEST - CCDgJfc 
^ct o r — ywmm 7 P * ^j&*f6#<DIH8 :/ P * ^GC*t 

»f « h > * ju««3&s$ * n -5 o 

CONNECT I ON_ACKMCONNECTI O 30 
N-NACK - C<D2o<Dt£;§(cJ:oT. CONN 
ECT I ON RE QUE S T*SWaXS^P*MJ h 

SERV I CE_BEG I N RE QUE S T - c 

<ommcj:-z>x. «»^d=ifs/(3:, 77''j^> 3 ^ 

P+ MCilfcrj- h C t #T'* -s „ 

SERVICE_BEGI N_ACKMS ERV I C 40 
E_BEG I N.NACK - CCD2 ocDIc^Cj: o 

t\ *5«^p*vttf»5is6nrii5»ia<Dfieffl«rBa*6 

SERV I CE_DATA - C<D^ -fe->?tt. 2 
-3©»Ji8^"P*^pa-C7^y-ir-i/3> . T-££i£fi 

y^-^3><9##^<0*t<3>S ERV I C E_D A T A 
ta»07 7'^-i/3>^i 0(DTCP/I PS^^r 50 
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ix L r h *> <D z z&m t -t h C 4 #r # & . 
SERV I C E_D ATA PA USE - C<DM y 

SERV ICE_DATA_RESUME - C<DM 
* -te - y tc J: ^ TttS ?o+S/ ttflKf cotfciS mc 

SERV ICE_FREE_REQUEST - CCD 

77 , 'J^-i> 3 >^7t i ^>*^»iB*®ft-rsc 

SHUTDOWN - enactor. <*»^d*^tt 

iES«cfi«i-r s c <t **r-£ 

ERROR - cO^^-S/W^r. »«P r a + 
^ttx ^ -«fB*3t»-r 4 C i 6. 
[002 9] LSTP£06{C£<h^3 e *f7J<D3ocr> 

COMMON UN I QUE_ I NFOi 
T O P 0 L O G Y__ EXCHANGE LSTP^yt 

£&3§lT ^7 7' | J^r->'3 XDiMKc j£ C X BL&<D h > 
ySERVICE_DATA(t ^iS^P + ^rr7* 

h > * Jl'S^.<D ^ y - > T r €: a 5 fc»CC ftffl S h 

[0030] co rg-fe^^, ijfvfiSF >* 'J >^ • 
[003 1 ] ^yp^^cDisnn^n 7 ^c^-r e co • 

t«S7*a4yiig^cOMMONUN I QUE__I 
NFOHCTTOPOLOGY_EXCHANGE-fe-; h 

7 0 3 tfta^Pt i/ttflbOT-p t v©C OMM O N U 
N I QUE_I NFO&crrOPOLOGY_EXCH 
ANGE-fesrhTv ^W«* tppj ^p * 6 S^B? 
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«66:/ci v 21 0 4T\ T0POLOGY_EXC 
HANGED-; hr^^«SB«cS^t»rv^*»Jsa^a 

SET T Si. «ffi^Pty^7 0 9r»«^O*^«-fe* 

a'jf'^ {Stic n/c^tt*^ o r common u n i q 

U E_ I N F OMTOPOL OGY_E XCHANG 

7 i or^utMitta y-r ffissn/cjgttsr^u 

rSO'COMMONUN I QU E_ I NFOfiffTOP 
OLOGY„ EXCHANGED v hT ^ ^t»^l«:gW 
«^^D -7^7 1 l"C©*iJ»TtCj;0C<D»«a7*a 

1 3r-P-^7JU • ^7^7> h • T^'U^-^a >* s Si 
IhWob • h^Jl/ (LS TP) *fifflLtt©S 

hr^^'sti. iisns. **i6c»br % ¥fl 

if&^P*^t'&£il£ t «JS^D-^7 1 5t7'D + 

Sfc^a? 4? 7 1 6rffiSO»-8^0t^6C0NNE 
CT I ON.RE QUESTS v -fe->>*3ttBX£ i . 
rg-fe^^ "jf^SSh^^^ * ^*P b^J^ (LST 

[o 03 2 j *ra^p*^<oa*xia*H8 6c^r. c© 

•7'p-fex^, «K^nt7^8 0 1 rjfil»^a*^6<0 
»FlA>«#fc#*S»^ mtg^P ^ 8 0 2 T'^CD 
(Dmm&hCD— gcT5COMMONUN I QUE_I N 

fox y^-itfinmztix^bfrz^frzvmt&o 

ON UN I QU E_ I N F 06[>'TO PO L OG Y_E 
XCHANGE^9 -fe-^cprBl^D + i/CClEttSn. 

OWciorgllU/cCOMMONUN I QU E__ I 
NFO^BaCCiatgSiirc^cCOMMONUN I QUE 

_ i n f o <h-a-r mtg^p * 2 8 0 5 r*© 

2 -3<Dj$g84*Kc u r 2 ooiars 7*p * ->na cchbstSI 

ST -So -Sl/fcCOMMONUN I QU E_ INFO 
P^8 0 7t, COMMON UN I QU E_ I NFO 
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RO*TOPOLOGY_EXCHANGEt7 F7-;7* 
2 o©SftefiC-a b toSS^'P * *>BHrX8S 3 
*iJM^n^^8 0 ItcRS. CCT. SB7D+y 

Wft^P * * 8 0 8 T\ «ff r- **»oR#©j£gfc*t 

10 y^jg&t^ e>^-ff ^- £ £3:^3x ; 9 , -c^>f 

[003 3 ] |ftK«:HB#fiCTS/c«>«: loo^Bfl^D* 
It, HBO? t -f 7 »5 * -;^I5#-0 h 

20 h-7-i?4/c«^> h^* * h2 l«Xlf-^<2 1 1 
^>2 13i^, X^5^T>h2 763:X^-^2 

i i±rg(Siiri / ^77 , y^-V3>^rpuxi^ 

8*fiSfflO-ccoSi*****K:"rs. |5]*iocur, 19 
ttX^-YTOh^X-ifw <©aW*si£l£ L T U £ 

[0034] *mM<Dc<Dimmmmtcj:zm&:mv 

30 X Windows S y s t e m & =? A 7 > h <D7"P 
*-><fcb-0»ffiU flWJCD^ny^AttX Vindo 
w s S y s t em1f-^©^ot 4 >i L/T«fiB"rS. 

^ h) ±r«»0, Wind 
ows Sys tem^7^7>hSC«t->t7KU^3 

^<b'^0^ 7 ^ 7^ t SOCKSa'^- 
40 LT. rtaBS0CKSi2ia^Dy7A^as-9--hf^* 

[0 03 5] HI 0{C7ST<fc9€C % S6«-C*t?STSCi 
*cj;-pr. FTP. TELNET. HTTP, SlO'SM 
TPti*©-Y>*-* ^ h • 7*P ^AOilJlKDSOC 

r i osfc»aao7 r^7if*-wi;y-hrj 

50 OCKSH?.|gTCP/ I P^^ -fr> h« h>*JWOfl& 
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zm-SX'&^xh. h>*;us**m— ©^7^r«5* 

3<b^7-/7>h^7'D^5/2 1 3i©PJtLSTP 

tfi&msti*. cososprcti. *m 2 6 & 2 

0«7'U^^2 13M2 2 3H SOCKS*- 
^2 6 1«n. 2^©»ffi^P*M3, SOCK 

[0 0 36] RTELNET, RFTP, RHTTP 
(&3ff? fRj tta«^7-f7>h^SOCK|tSht 
lf»5Ci4*t) SOCK{tS*ifc£<© 

ftfflttCC«7 7 ^70* -;U_LtC£>£ SOCKS 

l, socKS^-^'^g-r€»c<h^ffl^^ 0 20 
[0037] f>*juc socks* wsatiif^sn-r 

&C<htcJ;oT, h>*;^flc^SOCKSf-^ 
3^«tf 9 J:^ictt*. l//c3&i-or^-1fK. RTEL 
N E T Sflgffl L X y r -i T V * -Mcmm? Sftfo 9 
«C, RTELNET*66fflU-CSOCKS««iIIII-> 

nh=i;U <T**>% SOCKS) *rtt»nU TELNE 
T. ETP, HTTP^i'WD haJl/SP^ttijiS-r 30 
&C<bT'£>£ 0 SOCKS^^Wl TELNET, 
FTP, HTTPtti'«rS3»L/ri£S-r4J:5CC h>* 
^iMHETSi^B^CSCiCCttS. MSO 

ck ssa*^ -Y r> ha*socKS*-^ccsti/rg 

X, £<D&*>t£>?v YT> h • T^* , ;^-^ 3 >r4>s 
ocKSEaSKJa^n+^tcr^-fe^r^ick^ficrs 

*-^\ f *-fr>K »aa^o*^. ro^wh:/ 

(PC) £/c^ A > * ^ U-A • 3>k*^-£i:rii 
ttrc*tcl>ffifittft<,». Ctiti, UN I XS»*>e>S»J(D 

^7-777 h7*-A±r-e(»i/rfe*). feJS^o 



tmW- 1 0- 2 8 5 2 1 6 
16 

[0040 ] ( 1 ) ■ 7 7*>J^> 3 

r> h • r:^y*-*/3>*s»3tt£4>«e 

£1 7 h 7-^c|2^ 7 h 7- 2<D?v<D 
— 15<0* v b »7-^©=2>t*-*«iH*RSO. SI 
(DlrAl-*)* -JUtfim 1 ©7 7-(7^ -JKDF^SIJ^ 

i7-77"yy-y 3 >^ 4 mico^y >fr^^- 

^7>hJ?S7'a + >'M^7^7>h ^77-'J>r-v 
3><b, miCD^r^T^-^^BWC&'O, SI© 

ri7 , P+^t-A*^g7 , n + ^6^Si^7'{7 
<2) Jin©* 7 h7-^<LJg2©*7 h9-^©5 o 

©{&&©* 7 b 7-^<D3>fa-^Kffiib. ^ 

2<D7 7 ^77t -ji^s zov r jrv * - JKOrtBP 

^^7 - T^U^r-^3>*$tf»2<07T ATO*- 
Jl/*S6fcStf. _tE ( 1 ) KEit©/**? h3e&*7 

->±, *PBi^D*^socKS*-^«ffi*s-rs b 

>* JbSrfllflt t . h SOCKS 
3^*H?tT5. ±Se (2) CCKiSOM-irv hJ£8S*^ 

(4) • r^Udr-: ^3>*8MS-tf*4>&< i 

1 o^)t-;^gt^ 1 7 h 7 - ^ i , ZvA? 
>h •T^ r »;^-^3>*Sffl3-&S^«c< i4> \r><D 

b*^tsm2<D*v b mitmz 

<D*v bn-^Qo %<D—yj<D* v b 7 - ^ <£> n > t* 

Sctoecriv^ h O^T • 7 7*^-V3>^M 
1 CD7 7 >f7^* - JUi,. * 7 7''J^->'3>(l 

<fe*TFU^dSpJS6tt*-^*f4S^P + ^i, ^7^7 
>h •77 , 'J^-> 3 >tcj:S7 Y \s A 
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b C-^jHIi/^A&cfcHT. SI© 
p + 5/i * 7 -f 7> htf»^o t 

*RB^p*mc£^ yt> h • -fe? hr * 
^t»«*a«-r £ c 4 tc j: o r tpffi y' p * f> t <Dmm% 

ffl<XTv7£. W^'D^iot, **4S:/p*-> 

ra'^o*s/ • -fe-^ h77^««*^7^r> hmh^p 20 
7^««4if-; * »s o * icmmf sxf^ 

i , CD ? § -C * ffl 7 P * *✓ ifi 5 =7 4 T > b & m 7 n * */ 

(5) *na^o+^K:j:^'ri'^-fr>H«»^n*^ 

»;f-^«asnfcia«Tet>pj^n*^*^Lr^^ 30 
A r > h &3S ^ a * ^ i - ^^ffl p + -XDPai r-fe * 

±12 ( 4 ) 

(6) h>^£/rb/c^^T> h <fc-y--^oia<o^ 

f--y^«3 6CC#t?. ±E (5) CClStSC0^iS o 
CHB©fB#tt8MH] 

[ill] "^-^<*S7r-fT^*-Jl/©WSCcASi8^ 

h • 7^U^r->'a>i-9--^ • 77''J 40 
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[0 2] ^7 YT> t T«5*^K7>WSC-C*S 

3 n/dlff * + £ fc« h > * ;i/*«!R-r % table* 

mutt* 'o &mrh ^o^a^^r^p 
Mf-^- 7 r p+^ffl©*fgi*jS'i-f c -5'iftn 

[0 6] *«§8©»*LI»IBSSCTCCJ:4, rg-te**'J 
06Sh>* • ?'n h=JJl/j (LSTP) <D« 

C H 7 I »» ^p * v±-CHtT ShS^D-fe^t ^ft-T * 

[08] cpPBi^p*^±-c3Kf sns^P-fe^^riK 

[09] • 7*P + ^#-(D7 7-f7^*-^ 

frLxz^jTi'b • ^p**>fc«3tt-ra*ai8o«:a 

[010] SOCKSBa^7-f7>h*S2o©77^ 

2 1 * v b 
2 2 h 7-^7 

23 7 7 ^7^-^ 

25 7 7 ^7^t-;l/ 

2 6 *ra^u*^ 

2 1 1 XtJ--'< 

2 l 3 t-/«yo^;/ 
22 2 x^-7-rr>h 

2 2 3 i^7>f7> hJ&S^P + i' 
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